





i) Securing laptops and all portable devices and confidential information that
contain sensitive information by using cable locks or by locking
devices/information in drawers, offices, or cabinets.

iii) When off-site, computers and other portable devices, access documents, and
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(1) Non-Whitworth University’s systems that store, process or transmit
Whitworth University’s Confidential data shall be approved by the COO or
his/her designee, prior to allowing the data to be stored, processed, or
transmitted to or from these devices.

i) Users will virus-check all information before introducing or uploading it to
Whitworth University’s network. Additionally, these devices will run personal
firewall software, unless the device operating system does not support such.

4) Users should not open emails received from unknown senders and should report
these emails to Whitworth University’s Help Desk.

5) Emails or telephone that direct a user to wire or transfer money, perform in a
manner that inconsistent with normal practices, or anything that appears to be
outside of norms MUST be verified by calling the person via a known good
telephone number.
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standards of conduct, and is not detrimental to Whitworth University’s best
interests.

Users will not post any information concerning confidential or proprietary
information the operations of Whitworth University to any public website.

Users will not engage in any blogging that may harm or tarnish the image,
reputation or goodwill of Whitworth University, or any of its users. Users
are prohibited from making any discriminatory, disparaging, defamatory or
harassing comments or creating a hostile environment through the use of
technology.

Users MUST NOT attribute personal statements, opinions or beliefs to
Whitworth University or opinions in blog, the user may not, expressly or
implicitly, represent themselves as an user or representative of Whitworth
University Users will not use any Whitworth University’s systems to
perform any of these activities. Users assume all risk associated with
blogging.

Apart from following all laws pertaining to the handling and disclosure of
copyrighted or export-controlled materials, Whitworth University’s
trademarks, logos and any other Whitworth University’s intellectual
property may not be used about any blogging activity, except as approved
by University Cabinet/executive leadership team.

Users will not post to newsgroups with their Whitworth University email
address, unless such posting is during business duties.

Unacceptable Use

Internal

The following activities provide a framework for activities which fall into the
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